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* Introduction HARTMANN GROUP
 Why IT Security

* |s DNS a risk?

 DNS Security Challenges

 Time Travel to Secure Network Services
 BloxOne Threat Defense in action
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HARTMANN at a glance

@% Global footprint

E5 €243 bn ’\
229 11,000+

employees worldwide

Founded 1818 in Heidenheim an der Brenz
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Divisions of HARTMANN

Incontinence Risk Wound o _
Management Prevention Management 0 Disinfection

Sterillium’

HANDE
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Why IT Security?

* Protection of confidential data

* Pricing data

* Protection of know-how

« Competitive position of company
« Legal requirements

e Customer satisfaction
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We worry about security when...

...we have something of value and there is a risk it could

be harmed.

>
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Technical IT Security

@ zscaler * E-Mail Security "¢\5cq

* Firewalls
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CONTROL YOUR NETWORK
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Technical IT Security at Hartmann

* Firewalls (Check Point)

Hits Source Destination Services & Applications  Action

\4

= 636M M ge fra-gba-01 * Any %2 dns @ Accept
™ de-hei-ddi-12

&5 de-fra-nsm-12

° Web-secu rity (ZS caler) »  Rule Name Criteria Action Description
x-any-x_001 NETWORK SERVICES Allow DNS Traffic
DNS

SOURCE IP GROUPS

* Network Services

ipg_xx-yyy_lan_10.0.0.0-8
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Network Service DNS

 DNS is a critical infrastructure service
« E-Mails, Business Applications and Websites dependent on DNS
* DNS traffic is not inspected from Firewalls, IDS and Proxies
e 79% of companies worldwide suffer from DNS attacks’
* Risk of data loss, service downtime and image damage
« European DSGVO imposes the ,guarantee of secure storage of data”
 DNS is the gateway to any corporate network
« Average cost per DNS attack in USA ~ 780.000 €’

1 StealthLabs, Cybersecurity: DNS Attacks Cost USD 924,000 on Average,
https.//www.stealthlabs.com/news/cybersecurity-dns-attacks-cost-usd-924000-on-average/, 20.06.2020
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Is DNS a Risk?

Firewall

IPS/IDS

Proxy

Internet \ Email

Data . )
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Definition of a Risk

realens Threat E ‘
'\neﬁeC\"“e\y m ‘
| Company
Internet. eXpIOitS [ yiinerabilty— » Risk Assets
Threat | r | and endangers Money
W,.. E).-ata‘
& sy W N EE
. erabity
ut ineffective Reduced
Risk

11 (1

lllustration: Veranschaulichung, ,Bedrohung®, ,Schwachstelle®, Gefahrdung®, ,Risiko” und ,MalBnahme*.
Source: Based on BSI, 2011, Page 21.
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DNS Security Challenges

1. Stopping APTs, Malware & Botnet communication from using DNS

» Recursive

Bad actor’s customized
m DNS Server

m Your DNS Server

.|

2. Preventing data exfiltration & DNS Tunneling L
: e — SSN. 456902125
° Recu rsive GUgNjQgY2hhemFjdGVy Visa: 75758696796598773
cyByZXF1aXJIZCBmb3IgY CCV: 234, Expire: 1-1-2019

Attacker

3. Defending against DNS DDOS & Hijacking attacks 7*

 Authorative + Recursive

Target
Victim

@

®
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Time travel to Secure Network Services

External DNS
-Infoblox with
Hidden Primary

Planning
IPAM System

DNS Security
-Blox One

" Threat Defense
I -Advanced DNS
I Protection

: (ADP)
|

|

Datacenter

-Grid Master 1
-Network Service Master

-Network Insigl'nt

2013

Implementation Global Rollout
Infoblox System -DHCP
Heidenheim -Management

- IPAM MS DNS

- DHCP
- Management
MS DNS
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I
I
2021

I
Migration I
-Microsoft DNS |

to Infoblox :
. DNSSEC
-Zone Signing

of
, hartmann.info”
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BloxOne Threat Defense in action

10.192.67.5 IPvéAddress %

Gefunden :
—

Conficker Case

15

first finding directly after
forwarding traffic

One source IP tried to
communicate with Malicous

destinations

CTCOTED ACTION WV YUERY
01-22-2020 08:24:51 am CET Log Irveaghj
01-22-2020 08:24.51 am CET Log ttudv.c
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"~} In einem Produktion Schrank , es handelt sich um einen Computer von den Kollegen aus Deutschland geliefert wurde (Ferdinand Klein, Bayerlé ...)
“{ Er bedient ein Siemens S5 Automat , und kann nicht upgedatet werden ,sonst muss den ganzen Siemens und Schrank ausgetauscht werden

Das ist mal die Info die ich von Didier Zobrist bekommen haben aus der Produktion.
= Hleix

)l BT

Iuyauterle C.F. S S ),

i Tue 11-

Yannick ist in Schulung Heute aber ich werde sehen ob er ein aktivieren Schutz da drauf machen kann , habt ihr was noch fur XP ?
Wir kénnen auch sehen ob wir die Kiste ins Produktion netz hangen kénnen
Was meins du das am besten ist , ist nicht richtig IT und doch...

ranvimNN




BloxOne Threat Defense in aciti

Data Exfiltration Case - «
» One source IP was e

sending tons of dns jj
requests

Fesd Threat Class Threat Level Policy Source | Show
Any~ Exfilt... + Any~ Any~ Any~ 4

fifhb7b245ebfcd943d394b13af917489bebhubPqxfvow55v65q6.f

fgi-hbpu.cwkeji.cn.

POLICY v |acTION EV s TYPE DE AAC

01-18-202109:52:33... @High @ fifhb7b245ebfcd943d394b13af917489beb... ThreatInsight... DataExfiltrati... DefaultGlobal... Block N/A Default -ddi-01... A 10.204.193.18 N/A N/A
01-18-202109: ®High @Medium © fffhb7b245ebfcd943d394b132f917489beb... ThreatInsight... DataExfiltrati.. DefaultGlobal N/A Default ra-nsm-12.. A 10.204.193.18 N/A N/A
01-18-202109:52:24... @High @Medium 7 Sebfcd943d394b1 Threat Insight ... DataExfiltrati... Default Global N/A Default -fra-nsm-12.. A 10.204.193.18 N/A N/A
. @High @®Medium Sebfcd943d394b132f91 Threat Insight ... Exfiltrati... DefaultGlo N/A Default -fra-nsm-12.. A 1020 N/A N/A

@High ®Medium & fffhb7b245ebfcd943d394b13af91748%beb... ThreatInsight... DataExfiltrati.. Default Global, N/A Default -fra-nsm-12... A 10.204.193.13 N/A N/A

01-18-202109:52:21... @High ®Medium g, fffhb7b245ebfcd943d394b132f917489beb... ThreatInsight... DataExfiltrati.. DefaultGlobal... Block N/A Default -ddi-01... A N/A N/A
01-18-20210¢ 9.. @High ®Medium g fifhb7b245ebfcd943d394b132f91748%beb... Threat Insight... DataExfiltrati.. DefaultG N/A Default -fra-nsm-12.. A 10.204.193.18 N/A N/A
01-18-202109:52:19... @High ®Medium g fifhb7b245ebfcd943d394b13af91748%beb... ThreatInsight... DataExfiltrati.. Default Global... Block N/A Default ddi-01.. A 10.204.193.13 NA N/A
01-18-202109:52:18... @High ®Medium g, fffhb7b245ebfcd943d394b132f917489beb... Threat Insight xfiltrati... Default Global N/A ault ra-nsm-12... A 10.204. N/A N/A
@High ®Medium € fffhb7b245ebfcd943d394b13 9beb... ThreatInsight... xfiltrati... Default Global... Bl N/A Default i-01... A 10.204.193.18 N/A N/A

. @Hizh @Medium @ ffhb7b245ebfcd943d394b13af917489beb... ThreatInsight... DataExfiltrati... DefaultGlobal... Block N/A Default nsmr12.. A 10.204.193.18 N/A N/A

®High @Medium @ fifhb7b245ebfcd943d394b1 Threat Insight.... DataExfiltrati... Default Global N/A Default A 10.204.193.18 NA N/A

®High @Medium € fifhb7b245ebfcd943d394b13 Threat Insight ... Data Exfiltrati fault Global... N/A Default di-01... A N/A N/A

f1i0cnioncoac el VR 2 et bo b0t o 0k 20 2o o0kol  Thoooilociohs Do silei Doeollclobol ool NTA P chodioo 100020200 A1 NiA
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BloxOne Threat Defense in action

APT Case

 One source IP tried to
communicate to
malicious destination

1
®High ®High Exploitkit APT N/A
@High @High msp.gub.uy. ExploitKit APT N/A
@High @High av.msp.gub.uy. ExploitKit APT N/A Default
®High @High /. msp.gub.uy. ExploitKit APT N/A Default
@High @High msp.gub.uy. ExploitKit APT N/A Default
@High @High g docs.msp.gub.uy ExploitKit APT N/A Default
@High @High € docs.msp.gub.uy APT N/A
@High @High € docs.msp.gub.uy ExploitKit APT N/A Default
& docs.msp.gub.uy APT N/A Default
@High & docs.msp.gub.uy ExploitKit APT N/A ult
€ docs.msp.gub.uy APT N/A Default
@High € docs.msp.gub.uy. ExploitKit APT N/A Default
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BloxOne Threat Defense in action

Public DoH (DNS over HTTPS)

« Some browsers (mostly “~
Firefox) which ”
are trying to use DoH
and public DNS servers

POLICY ~ | acTiON

& dnsgoogle.com. DoHService Internetinfrastr... Default Globa N/A
g DoHService Internetinfr. Default Globa... Block N/A
Z, DoHService Internetinfrastr... Default Globa... Block N/A
Internetinfrastr... Default Globa N/A

d Internetinfi Default Globa N/A
DoHService Internetinf Default Globa N/A

Internetinf Default Globa N/A

DoHService Internetinfr. Default Globa N/A

DoHService Internetinfi Default Globa N/A

g DoHService Internetinfr. Default Globa... Block NA
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New Technical Security

E-Mail Security

* Firewall

« Web Security

« Malware Security

« Secure Network Services
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Quote

, [rusting Infoblox was on of the best decisions of the
past decade. The Grid technology is reliable and the

base of bringing insight, availability and security into
our network services."

- Stefan Staub
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Vielen Dank.

Haben Sie Fragen?




