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Vorstellung

• Master IT-Sicherheit

• Berater für Netzwerksicherheit

• Firewall, Mail, Routing/Switching

• VPN/Crypto (IPsec, TLS, SSH, …)

• IPv6 & Security

• DNS & Security

• NTP & Security

• Blog: https://weberblog.net

• Twitter: @webernetz

Johannes Weber

https://weberblog.net/
https://twitter.com/webernetz
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CT Log

https://www.flickr.com/photos/foto_db/15143081395/
https://www.flickr.com/photos/foto_db/
https://creativecommons.org/licenses/by/2.0/


Certificate Transparency

▪ „Working together to detect 

maliciously or mistakenly issued 

certificates.”

▪→ Log of all public issued certificates

▪Who else issues certificates out of my

domains?

https://certificate.transparency.dev/

https://certificate.transparency.dev/


Certificate Transparency Log

▪Live Demo

https://crt.sh/

https://crt.sh/


Certificate Transparency

▪CT log search for weberlab.de ;D

BUT: it leaks all FQDNs to the public!



A little Experiment
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https://unsplash.com/@_louisreed?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/experiment?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


A little Experiment

▪Let‘s Encrypt

▪ random generated hostname

▪AAAA to random generated IPv6 IID

▪not published anywhere!

▪→ Logging of DNS queries on the

authoritative DNS server

▪→ Logging of incoming connections

to the IPv6 address

▪same as cert 1 with different 

hostname & different IPv6 address

▪but CN on my blog for 2,5 months

with my blogs hostnames as SAN 

(Subject Alternative Name)

Cert 1 Cert 2



Cert 2







Results



Results

Cert 1

only CT

Cert 2

CT + Blog SAN

DNS queries for A

(unique sources)

642

(307)

357

(228)

DNS queries for AAAA

(unique sources)

37

(32)

117

(99)

DNS queries for CAA

(unique sources)

3

(3)

24

(14)

All queried RRs

642 A

37 AAAA

22 MX

6 DS

5 NS

3 TXT

3 SOA

3 CAA

2 CNAME

357 A

117 AAAA

29 MX

24 CAA

8 TXT

8 NS

7 SOA

4 DS

3 CNAME

2 DNSKEY



Results

Cert 1

only CT

Cert 2

CT + Blog SAN

IPv6 connections

(unique sources)

[unique /32]

73

(15)

[2]

273

(46)

[14]

Destination Ports 73x 443
154x 80

122x 443

Sourcing ASes
14 DigitalOcean, LLC

1 Google LLC

14 DigitalOcean, LLC

8 Quintex Alliance Consulting

6 Emerald Onion

4 Google LLC

4 F3 Netze e.V.

2 Zwiebelfreunde e.V.

2 Nexeon Technologies, Inc.

1 OVH Ltd

1 Keyweb AG

1 Joey Julian Koenig

1 Hydra Communications Ltd

1 Hurricane Electric LLC

1 Alec Larsen



Conclusion

▪Don’t expect you can receive valid 

X.509 certificates on the Internet for 

private use cases.

▪Every single FQDN is immediately 

publicized in the CT logs and will 

be scanned!



Discussion: Usage of wildcard certificates

▪hostnames are „hidden“ from CT log ▪distribution of the private key among

different machines

▪note: there are other methods of

finding hostnames anyway

Pros: Cons:



Jetzt ist aber Schluss

Vielen Dank fürs Zuhören…

Fragen?

johannes@webernetz.net

mailto:johannes@webernetz.net

